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Motivating Scenario |
Calculating Mutual Interest with Playing Cards

a Secrets: Do | fancy him/her?
a To compute: Is there mutual interest?
~ Secure 2-party AND without computers

Trusted
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o 1 o

» ®;

1 2015-1 Alexander Koch et al. — Gard-based Cryptographic Protocols Using a Minimal Number of Cards A\

O




Motivating Scenario |
Calculating Mutual Interest with Playing Cards

a Secrets: Do | fancy him/her?
a To compute: Is there mutual interest?
~ Secure 2-party AND without computers

Trusted
Computation O

o 1 o

» ®;

1 2015-1 Alexander Koch et al. — Gard-based Cryptographic Protocols Using a Minimal Number of Cards A\

O




Motivating Scenario |
Calculating Mutual Interest with Playing Cards

a Secrets: Do | fancy him/her?
a To compute: Is there mutual interest?
~ Secure 2-party AND without computers

Trusted
Computation O

o 1 o

» ®;

1 2015-1 Alexander Koch et al. — Gard-based Cryptographic Protocols Using a Minimal Number of Cards A\

O




Motivating Scenario |
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Motivating Scenario Il
Explaining MPC to Non-Experts/Students

arlsruhe Institute of Technology

a You meet s.o0. at a bar and want to explain MPC as an example
from your work life.

—
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Motivating Scenario Il
Explaining MPC to Non-Experts/Students

arlsruhe Institute of Technology

a You meet s.o0. at a bar and want to explain MPC as an example
from your work life. Or to students in class
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Motivating Scenario Il ﬂ(“'

You are a theoretician

a What is possible with unconventional computational models?
a MPC from indistinguishability of cards & correct shuffling
~ cf. to physical assumptions like tamper-proofness of hardware

2aulgaey

—read vis. card seq.
— do action on cards

[finite state control]
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Setting and Goal

Two types of indistinguishable cards:

Heart @ and club @ with backside .

Encode bits as

- §0=0
= [Om)=
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Setting and Goal

Two types of indistinguishable cards:_
Heart @ and club @ with backside

Encode bits as

. @@ =0 Curiosity:

-~ <=2 ig perfectly hiding & bindin
-@@_1 5§ isp y hiding 9
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Setting and Goal ﬂ(“'

Two types of indistinguishable cards:_
Heart @ and club @ with backside )

Encode bits as

. @@ =0 Curiosity:

-~ <=2 s perfectly hiding & bindin
a @@—1 o & 8P y 9 g

Our goal (“committed format”)

m Take face-down input (bits a, b)
a Compute face-down output (anb)
m Learn nothing about the input or output during protocol run.
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A Simple Six-Card AND Protocol
Mizuki and Sone [MS09]

Observation: (anb) = (if athen belse0)

The Protocol:

® Turn first two cards

@ ~~ result is cards 3, 4 @@ ~~ result is cards 5, 6
\\,J \,—/
=1 =0
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A Simple Six-Card AND Protocol AT
Mizuki and Sone [MS09]

Observation: (anb) = (if athen belse0)
= (if ~athen 0 else b)

The Protocol:

K 0
® Turn first two cards
@ ~~ result is cards 3, 4 @@ ~~ result is cards 5, 6
—— ——
=1 =0
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A Simple Six-Card AND Protocol AT
Mizuki and Sone [MS09]

Observation: (anb) = (if athen belse0)
= (if ~athen 0 else b)

1/2

SN~
a b

The Protocol:

m With probability '2: Apply permutation (1 2)(3 5)(4 6).

® Turn first two cards

@ ~~ result is cards 3, 4 @@ ~~ result is cards 5, 6
\\,J \,—/
=1 =0

4 20151203 Alexander Koch et al. — Card-based Cryptographic Protocols Using a Minimal Number of Cards.



A Simple Six-Card AND Protocol AT
Mizuki and Sone [MS09]

Observation: (anb) = (if athen belse0)
= (if ~athen 0 else b)

1/2

SN~
a b

The Protocol:

m With probability '2: Apply permutation (1 2)(3 5)(4 6).
m For privacy: each player once, without the other looking.

® Turn first two cards
@ ~~ result is cards 3, 4 @@ ~~ result is cards 5, 6
\,-./

~——
=1 =0
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Demonstration of the Six-Card-Protocol AT
Mizuki and Sone [MS09]
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Demonstration of the Six-Card-Protocol AT
Mizuki and Sone [MS09]
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Demonstration of the Six-Card-Protocol

Mizuki and Sone [MS09]
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AT

Karlsruhe Institute of Technology

Demonstration of the Six-Card-Protocol

Mizuki and Sone [MS09]
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Can we do better than six cards? AT
Open problem from [MS09; MS14; MKS12]

Main Question: Can a A b be computed with 4 cards?
in committed format (in the model of Mizuki and Shizuya [MS14])
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Can we do better than six cards? AT
Open problem from [MS09; MS14; MKS12]

Main Question: Can a A b be computed with 4 cards?
in committed format (in the model of Mizuki and Shizuya [MS14])

without committed output:
[MKS12]: 4-card protocol
without committed input and output:
[MWS15]: 2- and 3-card protocols
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Can we do better than six cards? AT
Open problem from [MS09; MS14; MKS12]

Main Question: Can a A b be computed with 4 cards?
in committed format (in the model of Mizuki and Shizuya [MS14])

Our Results
@ VYes, 4 cards suffice. ..
© But 4-card protocols are necessarily Las Vegas (LV)

® no a priori bound on runtime
® method: analyze “states” of protocols

© VYes, 5 cards sulffice for finite-runtime protocols
@ LV protocol for k-ary functions using 2k cards
@ Note: “Complex” Shuffles needed.
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State Transitions: The Six-Card Protocol

Protocol State:

Annotate currently possible
sequences with probability in
terms of symbolic input prob.
Xj=Prla=ib=j
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State Transitions: The Six-Card Protocol

Protocol State:

Annotate currently possible
sequences with probability in
terms of symbolic input prob.
Xj=Prla=ib=]
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State Transitions: The Six-Card Protocol

Protocol State:

Annotate currently possible
sequences with probability in
terms of symbolic input prob.
Xj=Prla=ib=]
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State Transitions: The Six-Card Protocol AT

Protocol State: VRVRdD Xiq
Annotate currently possible VhdORY Xio
sequences with probability in SOVRRD Xo1
terms of symbolic input prob. *ORVKD X0

Xj=Prla=ib=j
(shuffle, {id, (12)(35)(4 6)})

QRORMO 12X
QOO 12X0 + 2Xo0
*@@**@ 1/2X01
*@*@*@ 1/2)(00 + 1/2X10
SO0KO0R 12X
VEXIVIVE R/
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State Transitions: The Six-Card Protocol AT

Protocol State: VRVRdD Xiq
Annotate currently possible VhdORY Xio
sequences with probability in SOVRRD Xo1
terms of symbolic input prob. *ORVKD X0

Xj=Prla=ib=j
(shuffle, {id, (12)(35)(4 6)})

QROR®O 12X
QOO 12X0 + 2Xo0
&@@&&@ 1/2)(01
*@*@*@ 1/2)(00 + 1/2X10
SO0KO0R 12X
VEXIVIVE R/
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State Transitions: The Six-Card Protocol AT

Protocol State: VRVRdD Xiq
Annotate currently possible VhdORY Xio
sequences with probability in SOVRRD Xo1
terms of symbolic input prob. *ORVKD X0

Xj=Prla=ib=j
(shuffle, {id, (12)(3 5)(4 6)})

QRORMO 12X
QOO 12X0 + /2Xo0
*@@**@ 1/2X01
*@*@*@ 1/2)(00 + 1/2)(10
SOO0K 12X
@**@@* 1/2)(01
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State Transitions: The Six-Card Protocol

Protocol State:

Annotate currently possible
sequences with probability in
terms of symbolic input prob.
Xj=Prla=ib=j

V2 AVE ¥ VDR
Qa&O®O Xig
SOVR®O Xo
SOSO®O Xoo

(shuffle, {id, (12)(35)(4 6)})

QRORMO 12X
QOO 12X0 + 2Xo0
*@@*&@ 1/2X01
*@*@*@ 1/2)(00 + 1/2X10
SO0KO0R 12X
VEXIVIVE R/

(turn, {1,2})
B[0]E|8]E) Cle]e]|e|#]3)

QhOhdO X ORS00V Xi1
(V2 Y AV AV X10 + Xoo f AVF AVF AV X10 -+ XOO
OhbO0OR Xo1 SO0RRO Xp
J (result, 3,4) } (result, 5, 6)
©) ©)
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State Transitions: The Six-Card Protocol

Protocol State:

. I V2 T VD ¢
Annotate currently possible VRSV®Y X
sequences with probability in FIVIVY ¥ XvIS% (1)
terms of symbolic input prob. FYVIRVIAV Xgo

Xj=Prla=ib=j

(shuffle, {id, (12)(35)(4 6)})

OdVhS0 12X14
*@@**@ 1/2X01

*OKO0OK 12X 4
QOO0 12Xo1

Qb0 12X9 + 12Xo0
*@*@*@ 1/2)(00 + 1/2X10

turn, {1,2
OWBn0n { t1.2h) Cle]e]|e|#]3)

QOO X4
@&&@&@ X10 + XOO
Qe O0OS Xo

J (result, 3,4)

©

*0ROVK X1
*@*@*@ X10 + XOO
SOV Xp

} (result, 5, 6)

%
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State Transitions: The Six-Card Protocol

Protocol State:

. I V2 T VD ¢
Annotate currently possible VRSV®Y X
sequences with probability in FIVIVY ¥ XvIS% (1)
terms of symbolic input prob. FYVIRVIAV Xgo

Xj=Prla=ib=j

(shuffle, {id, (12)(35)(4 6)})

QhO®RO 12X
SOVR®O 12X01

SOBOO® 2X1
QedO0® 12Xy

QhIORO 12X10 + 2Xo0
&@*@*@ 1/2)(00 + 1/2X10

turn, {1,2
B[0]E|8]E) { t1.2h) Clelsis]E]]

QOO X4
@&&@&@ X10 + XOO
Qe O0OS Xo

J (result, 3,4)

©

*0ROVK X1
*@*@*@ X10 + XOO
SOV Xp

} (result, 5, 6)

%
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State Transitions: The Six-Card Protocol

Protocol State:

. I V2 T VD ¢
Annotate currently possible VROV X;
sequences with probability in FXVIVE X V% (1)
terms of symbolic input prob. FYVIRVIAV Xgo

Xj=Prla=ib=j

(shuffle, {id, (12)(35)(4 6)})

QRORMO 12X
*@@**@ 1/2X01

SOKOOH 12X
VRdVVE 12Xo;

QhIORO 12X10 + 2Xoo
*@*@*@ 1/2)(00 + 1/2X10

(turn, {1,2})
B[0]E|8]E) Cle]e]|e|#]3)

OhOdhdO X4
Vdb O Xio + Xoo
W Y AVIVE DGR

J (result, 3,4)

©

SOKO0VR Xi
AORVSD X104 Xoo
SO0RRO Xp1

} (result, 5, 6)

%

7 2015-12-03  Alexander Koch et al. ~ Card-based Cryptographic Protocols Using a Minimal Number of Cards

Karlsruhe Institute of Technology



State Transitions: The Six-Card Protocol

Protocol State: VRV&dD Xiq
Annotate currently possible VhdORY Xio
sequences with probability in FAVIVE X XU
terms of symbolic input prob. *VORVKD X0

Xj=Prla=1ib=j

(shuffle, {id, (12)(35)(46)})

QdVdC 1LX4
FRVIVE X XURTS"

FXVYVIVE R75%a
VEXIVIVE RIS

(V' X AVE AV 1/2)(10 =+ 1/2)((_)0
&@&@*@ 1/2)(00 + 1/2X10

(turn, {1,2})
B[0]E|8]E) Cle]e]|e|#]3]

QhOdd Xiq
Ve®O®Y X0 + Xoo
VdhVVd Xor

J (result, 3,4)

©

SO0RO0OS Xi4
*OKORD X0+ Xoo
$O0VR®O Xo

} (result, 5, 6)
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Impossibility Result ﬂ(“'

Theorem
There is no secure finite-runtime four-card AND protocol

Proof Idea

m Each sequence belongs either to output 0 or to 1.
m An j|j-state has i 0-sequences and j 1-sequences.
m Define non-reachable “good” states:

not possible
by turn/shuffle

O

final states

“bad” states “good” states
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Impossibility Result

Theorem
There is no secure finite-runtime four-card AND protocol

Proo
a start type: 3|1 ongs either to output O orto 1.
[ Qs Xii sequences and j 1-sequences.
. QO X e “good” states:

&O0® Xo1

SOKD Xoo

not possible
by turn/shuffle

O

final states

“bad” states “good” states
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Impossibility Result ﬂ(“'

Theorem
There is no secure finite-runtime four-card AND protocol

Proo

m / start type: 3|1 e.g. 2|2 state:

a/ V&V X ®O0& §o1 + Xoo
a ' Y 3V X10 “ ” LIV WY 10

@**@ 1/2)(1 1

SOV Xon VRO 12X
T

SOKD Xoo

not possible
by turn/shuffle

“bad” states “good” states
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Proof Idea — Single Card Turns ﬂ(“'

“Bad” States “Good” States
115 | 5|1 24| | 4]2 3|3

114 || 4|1 2|3 (3|2

11221

with const pos

2|11 [1]2

without const pos

13/ [3]1 (22

1)1
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Proof Idea — Single Card Turns ﬂ(“'

“Bad” States “Good” States
1|5 | 5|1 204 |42 3|3
114 || 4|1 23| [3]2]
13/ [3]1 (22
1121 2|1 2|12
with const pos : without const pos

1)1

Observation 1. After turn: with const pos. and < 3 sequences.
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Proof Idea — Single Card Turns ﬂ(“'

“Bad” States “Good” States
- |2|4] 4|2 3|3

2|3 (32

112] |21

with const pos

!
|
|
|
|
|
|
|
|
!
!
|
|
|
|
!
|
|
|
|
!
!
|
|
|
|

1)1

Observation 2. Turnable states are i|j with i, j > 2.
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Proof Idea — Single Card Turns ﬂ(“'

“Bad” States “Good” States
4|2 3|3

3|2

112] |21

with const pos

!
|
|
|
|
|
|
|
|
!
!
|
|
|
|
!
|
|
|
|
!
!
|
|
|

i

Observation 3. W.l.o.g. we need to consider half of the states.
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Proof Idea — Single Card Turns

“Bad” States

4|2

3|3

1|2

2|1

with const pos
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“Good” States

!
|
|
|
|
|
|
|
|
!
!
|
|
|
|
!
|
|
|
!
!
|
|
|
|
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Proof Idea — Single Card Turns

“Bad” States
4|2

112] |21

with const pos
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“Good” States

3|3

!
|
|
|
|
|
|
|
|
!
!
|
|
|
|
!
|
|
|
!
!
|
|
|
|




Proof Idea — Shuffles AT

“Bad” States “Good” States
1|5 | 5|1 204 |42 3|3
114 || 4|1 23| [3]2]
13/ [3]1 (22
1121 [2[1 2|12
with const pos : without const pos

1)1

Observation 1. Shuffles increase #sequences per type
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Proof Idea — Shuffles AT

“Bad” States “Good” States

2|2

11221

with const pos

2[1 1|2

without const pos

|
l
I
I
l
|
|
|
|
|
I
R
T
I
I
|
|
|
|
|
|
|
|
I
I

1)1

Observation 1. Shuffles increase #sequences per type
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Proof Idea — Shuffles AT

arlsruhe Institute of Technology

“Bad” States “Good” States

1 J2l2

|

[

[

[

|

|

l

l

|

I

|
N
[

[

2|1 2 reonno] 2|1

with const pos without const pos
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Proof Idea — Shuffles AT

“Good” States

2|2

=3

2|1

without const pos

!

|

|

|

|

|

|

|

|

!

!
ol
|
- |

2|1

with const pos

Apply (shuffle, TT, F) to this state.
Case 1: All r € I put constant column to same position.
= the resulting state still has a constant column.
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Proof Idea — Shuffles AT

“Good” States

2|2

& R
2/t oy 21
with const pos without const pos
Apply (shuffle, IT, F) to this state.

Case 2: There are 74, 712 € I1 putting the const. col. in different pos.
— the resulting state has at least 5 sequences. O

!
|
|
|
|
|
|
|
|
!
!
[
|
|
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Our Four-Card Protocol

OdO%® Xy
QadQ  Xio
»O0K  Xo1
SOKO  Xoo

start state

QOd  2Xiq
QO 12Xy
KO0K eXig + VeXor
QO 12Xi0 + 12Xo1 Karlsuhe Instiute of Technology
i SORO X
(shuffle, {id,(13)(24).(23). (1243)}) | #T47 s
(turn, {2})
2063}
VeO®  Xiq Q0% Xiy
Qh®O  Xio + Xo1 SOVR  Xio+ Xo1
Y SVIVERD'aN SO0 Xoo
(shuffle, {id, (13)}) l(shuﬁle, {id, (34)})
g:ig ‘)/(;XD (perm, (124 3)) (perm,(1342)) Zg$: ‘)/(;XO
L L IVIVERRVY () L IV AVERRVCY ()
(shuffle, {id, (1 2)(34)}, F) (shuffle, {id, (13)(24)}, F)
Frid e 15, (12)(34) — % Fridis Vs, (13)(24) 1 %
VaO® 15X QOdd X
KOKO 25X 2ROV 25X
VR&D  UeXo *O0K  YoXo
*00& 16Xy [ YAVER/A'
PRIVICER/S'A PAVYIVIR/S'S
(turn, {4}) (turn, {1})
s
V&0% X A0K0 X K00 X Q0OSd X
2008 X YV ERA'S *00%  sXo YIS
(result, 1,2) *RO0 Xy *ORO %X (result, 2, 4)
(shuffle, {id, (1 3)})1 (shuffle, {id, (34)})
0RO X K00 X
P YIVERIA *00% 11X
2&O0 X, 20D X
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12

QOd  2Xiq
QdO% 12X
Our Four-Card Protocol oA
QO 12Xi0 + 12Xo1 Karlsuhe Instiute of Technology
Q&M Xi1| (shuffle, {id, (1 3)(2 4),(23), (124 3)}) VY 12Xo
OO Xio KOO0 1eXop
:gzg Xo1 (turn, {2})
Xoo o
start state m 2ued
Q&% Xi Q0% Xiy
Q& Xio+ Xo1 SO0R  Xio + Xo1
Y SVIVERD'aN SO0 Xoo
(shuffle, {id, (1 3)}) l(shuﬁle, {id, (34)})
g:ig ‘)/(;XD (»[B?rm‘ (1243)) (perm, (134 ?)l) Zggz ‘)/(;Xo
*HO0 Xy| T [R080 X
(shuffle, {id, (1 2)(3 4)}, F) (shuffle, {id, (1 3)(2 4)}, )
Frid s s, (12)(34) % / Fiid 1, (13)(24) 5 2
ORO® X DR X
KOKD X PRIV
S YXV RS KO0K  VeXo
KO0K 14Xy VT Y TVRR/A"
KR00 11Xy VY SVIRTS'A
(turn, {4}) (turn, {1})
V&0% X SOK0O K00 X QO%d X
200 X Q& KO0 iXo 2 YA
(result, 1,2) 400 *ORO %X (result, 2, 4)

(shuffle, {id, (1 3)})1

SOKO
Qd&O
400

*&00

*00%

LV V)
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(shuffle, {id, (3 4)})

X4
e Xo
e Xo
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Our Five-Card Protocol

QORS 12X1¢
QOO 12Xi4
SOOKV 1LX10 + 12 Xoy
DR®OD 1eXyg + Ve Xor

Karlsruhe Institute of Technology

QOO X; shuffle, {id, (1 3)(24),(23),(1243

Mt X:; ( {id. (13)(24),(23).( )

SOORC Xo1

SOKO0 X

s RouAT
start state
QO Xiq
Qa&OV Xio + Xo1
SHOVV Xoo
(shuffle, {id, (1 3)})
QOO X;

(perm, (152 4)), (shuffle, {id, (5432 1)}, F)
Lid s 2, (54321) — 1

F

VR&OY X,
SHO00 1aXo

SOORD %X,
QUKD 15X
QOBRD 12Xy
MY ICIVETS"
VIVICY Y7

Sturn‘{S})

SOROV 12X50
$ROVV 1eXop

(turn, {2})

(perm, (124 3))

REEAR!

DOMBD Xpg
KOVKO Xio + Xot
SOKOV Xoo

l(shuﬁle, {id, (34)})

DORKD X

KOVK Xy

SO0V 12X,
(shuffle, {id, (1 3)(2 4)}, )
F:ids 4, (13)(24) — %

o~ ~
TORO® X; *O0R0 X;
QOVR Xo DORSY %Xy
(result, 4,3) (VI Y AVIVRVA'N
@ } (result, 3, 1)

2015-12-03

©

DOMRD /X,

SROOD 25X

SO0V 16Xy

X VIVE/S'A

LIV AVAVIRVZY ()

(turn, {1})

0pay Gz
28000 X DOR®D X;
*OVRD Xy QOO Xy
SO0V Xy (result, 2, 4)

KOOKO 11X,

KOOV 11X

Alexander Koch et al. — Card-based Cryptographic Protocols Using a Minimal Number of Cards

(shuffle, {id, (3 4)})
[®&000 X, |
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Our Five-Card Protocol

QO X1
Qa&dOV Xio
SOVRD Xoy
SOKOV X0

(shuffle, {id, (13)(24), (23), (124 3)})

start state

(perm, (1524)), (shuffle, {id, (5432 1)}, F)
F:id—2%,(54321)— 15

2015-12-03

RCARR)

QOO Xiq
QO Xio + Xo1
KRO0V X0

(shuffle, {id, (1 3)})

VRORD X;
VRBOD X,
SHOO0 X,

QOBSO 12Xiq
QRO X4
SOORD 1eXyo + VeXon
ORdOD 1Xro + Vo Xon
SOROD 12Xo0
QHOVV oXog

(turn, {2})

(perm, (124 3))

REEAR

QOSSO Xiq
*OVKD X0+ Xo1
SOKOV X0

Karlsruhe Institute of Technology

l(shuﬁle, {id, (34)})

DVRBO X
KOVRY 12Xy
KOKOV 1Xo

l (shuffle, {id, (1 3)(2 4)}, )
F:ids 4, (13)(24) — %

| (result,3, 1)

Alexander Koch et al. ~ Card-based Cryptographic Protocols Using a Minimal Number of Cards

(shuffle, {id, (3 4)})

SRO00 X
KOOK 11X,
KOOV 14X

SO0V 25X, QVKO 15X

DORDd 15X KOV 24X,

QOKKY eXo KOVKD 15X

VRBOD VeXo DRKOV X

(AVIVE ¥ 7.0 SOROV 1LX,y

(turn, {5}) (turn, {1})
Ba¥ng
DOROd X #0000 X, #2000 X, DORED X;
(IVIVE ¥ .4 QOO 34X, SOVRD 14Xy Va0V Xy
(result, 4,3) Q&0 X, *OROQ %X (result, 2, 4)



Summary ﬂ(".

Karlsruhe Institute of

Runtime Shuffles \#Cards Reference

exp. finite non-uniform closed 4 [KWH15]

exp. finite uniform non-closed| 4 [KWH15]
finite  non-uniform non-closed| 5 [KWH15]
finite uniform closed <6 [MS09]
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Summary ﬂ(“.

Runtime Shuffles \#Cards Reference

exp. finite non-uniform closed 4 [KWH15]

exp. finite uniform non-closed| 4 [KWH15]
finite  non-uniform non-closed| 5 [KWH15]
finite uniform closed <6 [MS09]

Open Question: What if we restrict the computational model?

Thank you for your attention!
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