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Problems at a Movie Evening... ﬂ("'
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X, BUT THAT WOULD
BE VERY EMBARASSING,
EXCEPT IF MY FLAT
MATE LIKES X ALSO!

Seats/curtains CC-0, Alice/Bob adapted from xked (by Randal Munroe) CC-BY-NC-2.5, logos copyrighted
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Motivation IlI: Didactic Contexts ﬂ("'

Introduce cryptography to young people and students

By brett jordan via flickr CC-BY-2.0
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Configurations:

YES/YES YES/NO NoO/YES No/No
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Computing AND with Six Cards [MS09]

Main Question: 1. Can we do with less cards?
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Computing AND with Six Cards [MS09] AT

Main Question: 1. Can we do with less cards? Yes [KWH15]

And still be very practical?
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Computing AND with Six Cards [MS09] AT

Main Question: 1. Can we do with less cards? Yes [KWH15]

And still be very practical? (Partially:) No (this talk).
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Computing AND with Six Cards [MS09] AT

Main Question: 1. Can we do with less cards? Yes [KWH15]
And still be very practical? (Partially:) No (this talk).

2. For arbitrary circuits, we additionally need COPY.
How many cards are necessary here?
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State Tree of the Protocol

Protocol State:

Currently possible sequences
with symbolic input probability
Xjj = Prlinput = (/, /)]
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State Tree of the Protocol ﬂ("'
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Protocol State: O Vo 4O Xi
Currently possible sequences | 0% &0 &0 X
with symbolic input probability | &0 O & Xo4
Xjj = Prlinput = (i, /)] SO KO SO Xoo
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State Tree of the Protocol ﬂ("'

institut f Technologie.

Protocol State: VOV IVE'D
Currently possible sequences | 0% &0 &0 X
with symbolic input probability | &0 O & Xo4
Xjj = Prlinput = (i, /)] SO KO SO Xoo

(shuffle, {id, (12)(35)(46)})

O Od O 12X 4
O O & 12X + Y2 Xoo
*@ Q?* &Q? 1/2)(01
&0 RO KO 12Xo0 + 12X1g
Jl@ *@ Q?& 1/2)(1 1
Q&0 O 1/2Xp1
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Xjj = Prlinput = (i, /)] SO KO SO Xoo

(shuffle, {id, (1 2)(35)(46)})

Vb Ve O 1oX1q
O O &0 1oXi0 + 12X00
*@ Q?* &Q? 1/2)(01
&@ &@ &@ 1/2)(00 =+ 1/2)(10
Jl@ *@ Q?& 1/2X1 1
Q&0 Od 12X

5 2017-12-07 Kastner et al. — The Minimum Number of Cards in Practical Card-based Protocols



5

State Tree of the Protocol

Protocol State:

Currently possible sequences
with symbolic input probability
Xjj = Prlinput = (/, /)]

@* Q?* *@ X11
V&0 &0 Xio
LIVAVZ X IVID(¥
SO &0 SO Xy

(shuffle, {id, (12)(35)(46)})

Ve Ve &Q 1oX1g
Ve 4O & 2X10 + e Xoo
L IVAVZ ¥ AVRUGR
*O &(7 &@ 1/2)(00 + 1/2)(10
&0 &0 O 12Xy
Ve & Ve 12Xo1

Security:
For each observation,
the probab. of compatible
seqs sum to a constant

(turn, {1,2})
B0i8]3/8]8) ®E00ee

V& 0% &O Xy
O &0 & Xio + Xoo
O & Ve Xo1

é)(result, 3.4)
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State Tree of the Protocol ﬂ("'

institut f Technologie.

Protocol State: VOV IVE'D
Currently possible sequences | 0% &0 &0 X
with symbolic input probability | &0 O & Xo4
Xjj = Prlinput = (i, /)] SO KO SO Xoo

(shuffle, {id, (12)(35)(46)})

QS O O 12X
O ®O ® 1o X0 + 12X00
*@ Q?* &Q? 1/2)(01
&@ &@ *Q? 1/2)(00 =+ 1/2)(10
Jl@ *@ Q?& 1/2)(1 1
Oh &0 Oh oXot Correctness:

(turn, {1,2}) Correct encoding in leaves
B0i8]3/8]8) 0

V% O &Q Xy "0 &R0 Ve Xy
O &0 & Xio + Xoo SO RO KD X5+ Xoo
VEAVIVY S PIVIVER Vs

é)(result, 3,4) g/)(result, 5,6)
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Four-Card AND [KWH15] [73% %

Q&O% Xi1| (shuffle, {id, (1 3)(24)}). (shuffle, {id, (23)}) | RV "2Xoo

QRS 1oXi4
SOV 12X10 + 2 Xo1
Qh&dO 12X10 + 2Xo1

¢
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QddD Xig JKOV 1oXog
SO0 Xo1 (turn, {2})
&0 Xoo
start state &0 HESY!
QO Xy VO Xi1
Q& Xio + Xot SOVK Xig + Xo1
SOV Xoo SOSO Xoo
(shuffle, {id, (13)}) (shuffle, {id, (34)})
Xi Vi) Xi
g:zg ‘/;XB | (perm, (124 3)) (perm, (1342)) | :Wgt ‘/;Xo
*ROD 11X | JOKD 12X

F:id

(shuffle, {id, (12)(34)}, F) i
b s 16, (12)(34) > 25

Frids Y, (13)(24) — %5

l (shuffle, {id, (13)(24)}, F)

QROB 15X, \ /
CVVE S \ /

QadD 16Xy
SO0 X,
SROV 12Xy

DO 15X
$ROD 2
KOVK X0
Q& 15Xy
SOBV 12Xy

] (turn, {4})

] (turn, {1})

(shuffle, {id, (1 3)))l

l(shuifle, {id, (34)})

*OK0 X, ‘ SHOV X

OhdO 12X | N #OOR 1eXg
SRO0 1oXo HORD 12X
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Qa0 Xy *0K0 X, 00 X; V&S X
00K Xy Qad 14Xy L IVAVE W) Q&0 Xy
(result, 1,2) S&OQ Xy SORQ Xy (result, 2, 4)



Why uniform closed shuffles are nice
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Why uniform closed shuffles are nice AT

7'(2 o TT1 €
random

Note: there is an actively secure implementation using only uniform cuts
and helping cards, where you do not look away [KW17].
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Impossibility Result ﬂ("'

uuuuuuuuuuuuuuuuuuuuuuuuuuu

Theorem
There is no secure finite-runtime closed-shuffle five-card AND protocol

Proof Idea

start state

At least one outgoing edge (path) leads to a bad state again.
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Proof Idea: Classification of States AT

Bad States Final States

FER N By, | O & &0 01
OO0 4 |

#4000 | 4seqs of same type ‘ O & 0O & 01

1 O & O 0 &1

staoo: Bag 3 SV SEVERVEN(

Pootan &-col, 3+ seqs ‘ VIRV SRVENG

1 & O 0 0O &0

TS Bso | d bset with at

: ©-col, 54 seqs ' and any subset with a

vaao +seq ' leasta 1- and a 0-seq
RS X B3oo
coaats 2 O-cols, 3 segs |
Coaato Bosn i
Criaril | Q-col type3/10r1/3 | |
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COPY protocols ¢y o ve

v'"Making n (=2) copied commitments from an

iInput commitment. At least 25 cards

are necessary.

n commitments
a... Ve

A
r \

?? > 22212 207

[ J | J { J
l | l | | |

X X X X

n
v'We sometimes write ( 7Y )

X



The state-of-the-art COPY protocols

Mizuki-Sone [FAWO9] 2n+2 Finite

Nishimura et al. [SoftCom.17] - 2n4+1  Las Vegas



Contribution

v'"We show lower bounds on the numbers of cards:
v'2n+1 cards are required for any COPY protocol;
v'2n+2 cards are necessary for finite-runtime.

( ] ] )
These are optimal in terms of

the number of required cards
. J

RN e

Mizuki-SonelFAW09] 2n+2 Finite

Nishimura et al.lSoftCom.17] 2n+1  Las Vegas
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Impossibility with 2n cards*® - v *-

v'The proof outline:
v'Assume the existence of COPY protocols with 2n cards,

turn action
Leaf state
oVHV.. 0
VaVSH. 1




Impossibility with 2n cards*® - v *-

v'The proof outline:
v'Assume the existence of COPY protocols with 2n cards,

Both the turned cards must be

the same color, a contradiction.
I |

turn action

EXEr R 0
X A X B 1

Leaf state




Impossibility with 2n+1 cards for finite

v'The proof outline:

v’ Assume the existence of finite COPY with & @®nt1
v'There must be the deepest leaf.

turn 1 (V)
The deepest leaf

V(0¥ 0
(V)" 1




Impossibility with 2n+1 cards for finite

v'The proof outline:

v’ Assume the existence of finite COPY with & @®nt1
v'There must be the deepest leaf.

turn 1 (o)

turn 1 (V)

& -
&

p—

The deepest leaf

V(0¥ 0
(V)" 1




Impossibility with 2n+1 cards for finite

v'The proof outline:

v’ Assume the existence of finite COPY with & @®nt1
v'There must be the deepest leaf.

turn 1 (o) turn 1 (@)

leaf

&... o/, A contradiction.
- 1

| A =7

v'Because we cannot construct n commitments with
"1 and @ there should be a deeper leaf.
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Summary Q("’

m 6 cards needed for finite-runtime (f) AND with closed (c) shuffles
m 5 cards needed for AND with uniform (u) closed shuffles

® 2n+ 1 cards needed for COPY

® 2n+ 2 cards needed for finite-runtime COPY

Before: f,u,c: [2n.2n+2]

N AU

f, c: f, u: u, c:
u,c: [4.6] 2n2n12 [2n.2n+2] [2n.2n+2)

/\/ \\/\

u: [4.6] 2p 2n+2] 2n. 2n+2]

\/ NP
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Summary ﬂ("’

m 6 cards needed for finite-runtime (f) AND with closed (c) shuffles
m 5 cards needed for AND with uniform (u) closed shuffles

® 2n+ 1 cards needed for COPY

® 2n+ 2 cards needed for finite-runtime COPY

After: f,u,c: 6 f,u,c:2n+2

/\ _/_\
XX}

u:[4.6]  op4o 2n + 1

\/ N
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Summary Q("’

m 6 cards needed for finite-runtime (f) AND with closed (c) shuffles
m 5 cards needed for AND with uniform (u) closed shuffles

® 2n+ 1 cards needed for COPY

® 2n+ 2 cards needed for finite-runtime COPY

After: f,u,c: 6 f,u,c:2n+2

/\ N

\ / XX
u: [4.6]  9p402 2n + 1

0:2n+1
Open: 5-card AND in “f, ¢” if helping card is &7
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Thank you for your attention! ﬂ(“‘

A real deck of cards is
available to the first
several people; please
contact the speaker.
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