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Overview: Physical Assumptions in Cryptography ﬂ IT

Idealized Hardware Physical Objects Physical Processes
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Main advantages:
@ Transparency and ease of understanding for the user
@ Strong, otherwise unachievable, security guarantees

ID card CCO; TAN generator/Scratch-off cards copyrighted; “Miscellaneous Playing Cards” (excerpt) by Philippa
Willitts CC BY-NC 2.0; Solar cycle CCO; Schrédinger’s cat (excerpt) by ADA&Neagoe CC BY-SA 3.0
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German Voting Machine Judgement

German Constitutional Court:
“When electronic voting machines are deployed, it must be possible for the citizen to check the
essential steps in the election act and in the ascertainment of the results reliably and without special

expert knowledge.” (Judgment of the Second Senate of 03 March 2009)
&
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This sets a very high bar to transparency for voting machines in Germany!
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https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/EN/2009/bvg09-019.html

Secure Multiparty Computation from Idealized Hardware

@ Physically Unclonable Functions (PUFs)

@ Signature Cards

© Tamper-Proof Hardware Tokens

@ Trusted Hardware with Constrained Functionality
@ Secure Processors

A 3D token 2D speckle 1D key
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PUF schema (1st row) from (Pappu et al. 2002), TAN generator copyrighted; others CCO
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Secure Money Withdrawal
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Achenbach et al. (2019)
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Secure Money Withdrawal

Achenbach et al. (2019)
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Secure Money Withdrawal: A potential attack

Achenbach et al. (2019)
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Human Authentication via a Corrupted Platform

Authentication Model: Basin, Radomirovic, and Schlédpfer (2015), Variant: Achenbach et al. (2019)
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Using Simple Idealized Hardware for Fortified Security

Typical Adaptive Corruptions
Usually, an attacker that corrupts adaptively, learns all inputs and outputs of that party

However, there is a difference in attacks (physical vs. remote):

Stronger and More Refined Corruption Model
Aim: Upon remote attacks (only when online), an attacker (usually) cannot learn inputs/outputs
Broadnax et al. (2021)
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Using Simple Idealized Hardware for Fortified Security I

Data Diode
HB)
Air-Gap Switch

Encryption unit

Broadnax et al. (2021)
Data diode image by Markus Ottela, cf. https://github.com/maqgp/tfc
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Fortified MPC Architecture
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Secure Multiparty Computation from Physical Objects

@ Physical Envelopes and Ballots (Tamper-Evident Seals)
cf. Moran and Naor (2010)

@ Playing Cards
@ Other Objects (cups, PEZ dispenser, dial locks, etc.)

5\39‘_'
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“Miscellaneous Playing Cards” (excerpt) by Philippa Willitts CC BY-NC 2.0; Scratch-off cards copyrighted
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Cryptographic Voting (PunchScan)

Reconciling Receipt-Freeness with Verifiablity using Physical Assumptions

3573
b Yes

Sheets from PunchScan (Popoveniuc and Hosp 2010)
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Conclusion

Physical assumptions ...
& feature already a wealth of nice, simple protocols
@ allow for stronger, information-theoretic security assumptions
@ often feature a higher level of transparency
® may close the gap between human user and untrusted machine
® serve as a bridge to reality (guarantee that inputs correspond to something real)
® may be fun to work with (as in the case of cards)

For a more extensive (survey-like) overview of all domains, please take a look at the accompanying paper
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