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Motivating Scenario

@ Secrets: Do | fancy him/her?
® To compute: Is there mutual interest?
~ Secure 2-party AND without computers
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The Five-Card-Trick

Protocol by Den Boer (1989), Version with tiles by Verhoeff (2014), Graphic by Stefan Walzer
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The Five-Card-Trick

Configurations:
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The Five-Card-Trick

Configurations: YES/YES YES/NO NO/YES No/No

BOARRE AN S AR XY

S ZEA\ VAN AN

indistinguishatﬁg after rotation!

2021-08-15 The Landscape of Optimal Card-Based Protocols

KIT

Karlsruhe Institute of Technology



4

Revealing Tiles...

YES NO
If you say NO, you do not learn anything about what the other said!
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Revealing Cards... (equivalent)

s
@@® @@®

If you say NO, you do not learn anything about what the other said!
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Motivation: Explain Cryptography to Students

By brett jordan via flickr CC BY 2.0
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Motivation II: Physical Assumptions in Cryptography e IT

Idealized Hardware Physical Objects Physical Processes
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Main advantages:

@ Transparency and ease of understanding for the user

@ Strong, otherwise unachievable, security guarantees
ID card CCO; TAN generator/Scratch-off cards copyrighted; “Miscellaneous Playing Cards” (excerpt) by Philippa Willitts CC BY-NC 2.0; Solar cycle CCO;
Schrédinger’s cat (excerpt) by ADA&Neagoe CC BY-SA 3.0
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Research Question

We want to compute arbitrary Boolean circuits
@ For this, the output needs to stay hidden, in 2-card encoding
@ We need protocols for AND, NOT and Bit-Copy

Question: What are the best protocol with hidden output?

Criteria:
@ Number of cards used
@ Running time behavior (finite vs. Las Vegas; are restarts allowed?)
@ Number of steps
© Practically of Shuffling steps

2021-08-15 The Landscape of Optimal Card-Based Protocols



8

Computing AND with hidden output

6-Card protocol by Mizuki and Sone (2009)
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Computing AND with hidden output

Configurationsyyes/Yes YES/NO No/YES No/No
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Computing AND with hidden output
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Computing AND with hidden output
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Computing AND with hidden output
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Computing AND with hidden output
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State Tree of the Protocol | v%v#&0 X,

(VL ¥ IV AVIRD ¢
\VAV) QX

Protocol State: :@ *; :O Xm

Currently possible sequences 0

with symbolic input probability

Xjj = Prlinput = (/, )]
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State Tree of the Protocol

Protocol State:

Currently possible sequences
with symbolic input probability
Xjj = Prlinput = (/, )]

L AVL Y V)
Qe &0 &O
&0 O KO
&0 &0 KO

Xi1
Xio
Xo1
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State Tree of the Protocol

Protocol State:

Currently possible sequences

(V2 3V Y AVERD e
Qs O &0 Xio
L IVAVZ Y AVERD
L IVE AVE VIR ()

with symbolic input probability

Xjj = Prlinput = (/, )]

2021-08-15

(shuffle, {id, (1 2)(3 5)(4 6)})

L AVL Y V)
Q&0 &O
LAY L N
&0 &0 KO
LIVE AV
T AV

/X114
1/2X10 + 1/2Xo0
1/2Xo1
1/2Xo0 + 1/2X10
1/eXi1
1/2Xo1

The Landscape of Optimal Card-Based Protocols

KIT

Karlsruhe Institute of Technology



State Tree of the Protocol | v#v&&0 X

(VL ¥ IV AVIRD ¢
Protocol State: Ig Z; :g f‘
Currently possible sequences 0
with symbolic iﬂpUt probability (shuffleﬁ {id, (1 2)(3 5)(4 6)})
Xjj = Prlinput = (/, )] '
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Q& Oh &0 /X
Qe *O &0 /X0 + 1/2X00
SO OR RO 12Xo1
SO RO KO 1oXo0 + 1/2Xi10
LIV VAV SRy o
(VLY AVAVE SRV
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State Tree of the Protocol

Protocol State:

Currently possible sequences
with symbolic input probability
Xjj = Prlinput = (/, )]

B0z2EE

(V2 3V Y AVERD e
Qs O &0 Xio
L IVAVZ Y AVERD
L IVE AVE VIR ()

(shuffle, {id, (1 2)(3 5)(4 6)})

L AVL Y V)
Q&0 &O
LAY L N
&0 &0 KO
LIVE AV
T AV

QO &O X

Q&0 &0 Xio+ Xoo

Od&dO0O®  Xon
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i(result,3,4)

©

1/aX11
1/oX10 + 1/2Xo0
1/2Xo1 Security:
/o0 + 1/2Xs0 tro probab. of compatble
1o X1 seqs sum to a constant
1/2Xo1
(turn, {1,2})
@WEO000

[ VX SVAVZ S e

SO SO RO Xio + Xoo

LIAYZ X AV
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State Tree of the Protocol

Protocol State:

Currently possible sequences
with symbolic input probability

Xjj = Prlinput = (/, )]

2021-08-15

B0z2EE

QO &0 X
Qs O &0 Xio
L IVAVZ Y AVERD
L IVE AVE VIR ()

(shuffle, {id, (1 2)(3 5)(4 6)})

L AVL Y V)
Q&0 &O
LAY L N
&0 &0 KO
LIVE AV
T AV

1/aX11

1/oX10 + 1/2Xo0

1/2Xo1

1/eXoo + 1/2X10

1/eXi1
1/2Xo1

Correctness:

OhOH&O Xy

Od&dO 0%  Xoi

Q% &0 &0 Xio + Xoo

i(result,3,4)

©
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(turn, {1,2})

Correct encoding in leaves

LIV VAV e
SO KO®O X0 + Xoo
LIAYZ X AV

i(result, 5,6)

©

KIT

Karlsruhe Institute of Technology



4-Card AND:

VaV%
LM
&O0H
SOKO

X
Xio
Xor
Xoo0

start state
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(shuffle, {id, (1 3)(2 4)}), (shuffle. {id, (2 3)})

o

Va0 X
QRO Xio + Xo1
SHO0 Xoo

(shuffie, {id, (1 3)})

QO%d  1/oXnn
VRO oXer
QOOK  1foXio + 1oXor
QR&V 1aXio + 1/2Xor
SOKD 1oXoo
2RO oXao

] (wm,2)
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(shuffle, {id, (3 4)})

VhO® X VOkd X
RO 1, [P (1243)) (perm. (1342)),} 4008 1%
#RO0 1o KOKD 1o
(shuffle, {id, (1 2)(34),(4321)}) l l (shuffle, {id. (1 3)(24).(1324)})
QRO®  1faXs \ QURL Xy
*ORY %X SROT 2X
[ Y IVIRIS'S KO0k oo
*O0% /%o DR_O /X,
ROV 1LX *OKU X
l(tum.A) l(lurn.w)
VAOK X 20RO KO0 X Osd X
VddV  1aXo &O0K  1/aXo Vdd® X
(result, 1,2) *ROV 3aXo SORY 3aXo (result, 2, 4)
(shuffle, {id. (1 3)))1 l(shu(ﬂe, {id.(34)})
A0RO X \ | *400 X
kY 1% N aoos
*ROV Xy KOO 11X
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2n + 2-card Copy Protocol (Mizuki and Sone 2009)
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*O(HO)" X,
Qb(&V)" X
(shuffle, (12)(34)--- (2n+12n+2)))
A,
*O(0)" 12X,
Qh(Vd)" 12X
Q(HD)" VaX;
SO (VR)" 12X
J(um, {1,2})
@&(??)H/“\f@(??)"
Qh(Vd)" X SO (&) X,
V()" Xy *O(VR)" Xy

¢(resu|t,4,3, ...,2n+2,2n+1) ‘L(result.,3,4, ...,2n+2)
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Tool: “Reducing State Space”

2021-08-15

QQ%d 12X
Q&0 12X
&O0O® 12X10 + V2Xo
Q& 2Xio + V2Xo1
OO V2Xo0
SO0 12Xo0

Q0% 1;
VeV 1,
SO0H 0;
Q& 0;
SO0 0,
[ Y SVAVE

Q0% 1
QS 1
&00& 0
Qs 0
SO0 0
SO0V 0
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Tool: “Closed Shuffling fills all inhabited orbits (same type)” =i,

© 0 0 & & 1 © 0 0 & & 1
& © 0O & O 0
O & O & O 0 O & O & O 0
© 0 & & O 0 © 0 & & O 0
(shuffle, {id, (1 2 3), (1 2 3)?})
& O O O 1
& O & O O 1
O & & O O A1 ©C & & O O A1
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Lower Bounds Results

Theorem Type
“There is no secure AND protocol with a certain number of cards, and properties (e.g. finite runtime)”

Proof Idea (Forwards)
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New Method: Going Backwards (systematically)
0102 0304 0
0102 0403 0
0201 0304 1
For 0201 0403 1

shuf~'(-) contains:

0102 0304 0

0102 0403 0 0102 0403 0 0102 0304 0 0102 0304 0 0102 0304 0
0201 0304 1 0201 0304 1 0201 0304 1 0102 0403 0 0102 0403 0
0201 0403 1 0201 0403 1 0201 0403 1 0201 0403 1 0201 0304 1

0102 0403 0 0102 0403 0 0102 0304
02010403 1| |09010304 1|]|02010403 1
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@ 5 cards are (needed and) sufficient for finite-runtime (f) AND with uniform (u) shuffles
® 4 cards are (needed and) sufficient for AND with uniform shuffles

® 2n 4 2 cards are needed for COPY with closed (¢) (and uniform closed) shuffles

& |ower bounds for protocols even hold when allowing restarts

Before: f,u,c: 6

N

/\

\/
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f,u,c:2n+ 2
f, c: f, u:
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@ 5 cards are (needed and) sufficient for finite-runtime (f) AND with uniform (u) shuffles
® 4 cards are (needed and) sufficient for AND with uniform shuffles

® 2n 4 2 cards are needed for COPY with closed (¢) (and uniform closed) shuffles

& |ower bounds for protocols even hold when allowing restarts

After: f,u,c: 6

N

f,u: 5

/\

\/
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f,u,c:2n+ 2
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